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* https://www.youtube.com/watch?v=x-

tooXncKh4

* https://nest.com/smoke-co-alarm/overview/

#meet-nest-protect
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* How data get transferred over the net

e Whatis TCP/IP
 Difference between Internet and the Web

* Network neutrality



@’.ﬂ) UNIVERSITY O
WMARYLAND

ROBERT H.SMITH

SCHOOL OF BUSINESS

With only two nodes, mostly EE 1ssues.

With more than two nodes, more
complex

Target: Improve Channel Utilization
and Quality of Service

Protocols (rules for using the

channel): TCP/IP, UDP...

O A set of rules and procedures to
control the flow of data between
points
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* Most common: IP (Internet Protocol)

* [Pv4 (current standard)

4 byte address (ex: 130.91.161.162)

dMapped to a “domain name” or “host name” via the
Domain Name System (DNS) (ex: rhsmith.umd.edu)

J4 billion possibilities, so why are we running out of
addresses?

* [Pv6b — 16 byte address
11500 addresses per square foot on earth
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e Cntical features

dDefines two “ports” which represent services at the
sending and receiving machine

dProvides a “checksum” for the data to ensure
Integrity

dDefines a sequence number for reassembling
fragmented packets

dProtocol can identify lost or damaged packets and

request new ones e

Data
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The Web 1s a system using H1'T'P (Hypertext Iranster
Protocol) for storing, retrieving, formatting, and displaying
information 1n a (client-server) networked environment.
*Basic unit: Web pages
[.ocate the pages: URL (Universal Resource Locator)
Linking the pages: Hyperlinks embedded in webpages
*Showing the pages:
*H'TML (Hypertext Markup Language)
*Browser (like Firetox, Chrome)
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Neiwork Process
0 opplication

A Dattarepresenioion

6. Presentation

5, Session

DNS , WWW/HTIP

Telnet, FTP
recognizing data
HTML, DOC, JPEG, MP3, AVI

Sockets. Session establishment
in TCP, SIP, RTP
RPC - Named pipes.

TCP, UDP, SCTP, SSL, TLS

IP, IPsec, ICMP, IGMP, OSPF

Ethemet, 802.11, MAC/LLC,VLAN, ATM, HDP

Fibre Channel Frame Relay, HDLC,
PPP, Q.921, Token Ring, ARP

RS-232, RJ45, V.34, 100BASE-TX, SDH, DSL, 802.11

P2P,EMAIL/POP.SMTP i

gargasz.info ‘

7. Application

6. Presentation
5. Session
W
3. Network

2. Datalink

1. Physical
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Interest over time »
A~ Note
Jan1,2004 Jan1,2008 Jan1,2012 Jan1,2016

Source: Google Trends

“In God we Trust, all others bring data” -- W. Edwards Deming
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* 'lo help put the amount of lo'l" devices into context,
consider that Ericsson predicts that the amount of IeT
devices will surpass mobile devices by next year.

* Research firm Gartner says that Io1 devices have
increased 31% from 2016 to 2017, hitting 8.4 billion

connected "things" this year, and that the number

will surge to 20.4 billion by 2020.

* Spending on Io'T devices and services will reach nearly
$2 trillion this year. That spending will mostly be
spread across North America, China, and Western
Europe, where about 67°% of Io'T devices exist.
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Table 2: loT Endpoint Spending by Category (Millions of Dollars)

Category 2016 2017 2018 2020  [Category 2016 2017 2018 2020
Consumer 3,963.0 52443 7,036.3 12,863.00  (Consumer 532,515 725,696 985,348 1,494,466
Business: Cross-Industry 1,102.1 1,501.0 2,132.6 4,381.4  Business: Cross-Industry 212,069 280,059 372,989 567,659
Business: Vertical-Specific 1,316.6 1,635.4 2,027.7 3,171.00  Business: Vertical-Specific 634,921 683,817 736,543 863,662
Grand Total 6,381.8 8,380.6 11,196.6 20,4154  Grand Total 1,379,505 1,689,572 2,094,881 2,925,787

Source: Gartner
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¢ Upstairs
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My lights

-
Hue color lamp 1 it name on Hue color lamp 3

Hue color lamp 2

PHILIPS

and color

16 million colors, 50,000 shades of white
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Front Door

Front Door
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mySHIELD

mySHIELD
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* .G Smart ThinQ;
https://www.youtube.com/watch?
v=SMeVIYFootw

* Gartner recently reported a typical family
home may contain more than 500 smart

devices by 2022 (Gartner news, Sep 8, 2015).
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https://www.youtube.com/watch?v=BrbaJabMkBc
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IoT and business
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e The internet of things (IoT) is a computing concept that describes the idea of
everyday physical objects being connected to the internet and being able to
identify themselves to other devices. --techopedia.com

* The Internet of Things (IoT) is the network of physical objects that contain
embedded technology to communicate and sense or interact with their internal
states or the external environment. -- gartner.com

* The Internet of Things (IoT) is the inter-networking of physical devices,
vehicles (also referred to as "connected devices" and "smart devices"), buildings,
and other items embedded with electronics, software, sensors, actuators, and
network connectivity which enable these objects to collect and exchange data. —
Wikipedia

* Internet of Things = “Sensors and actuators embedded in physical objects are
linked through wired and wireless networks, often using the same Internet
Protocol (IP) that connects the Internet.” -- McKinsey

* Internet of Things is a vision where every object in the world has the potential
to connect to the Internet and provide their data so as to derive actionable
insights on its own or through other connected objects. — “Enterprise loT” by
Naveen Balani
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* IoT device: any device, which represents an
object, connected to the Internet 1s an Io'l" device.

* IoT: [o1 devices organized in a certain structure
to perform some function.

g .
Objects

. achine / / .
1th
with Platform W

Senso / actuato

Question: Is your smartphone an IoT device?
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* 1982 Early use cases/models: Goca Cola
vender machine in Garnegie-Mellon
University Computer Science department

* 1990 the first Io'l” device: toaster by John
Romkey
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1993 the US government allowed civilians to use GPS

1999 The name of “Internet of Things” by Kevin Ashton

2008 According to Cisco Internet Business Solutions Group (IBSG),
the Internet of Things was born in between 2008 and 2009 at
simply the point in time when more “things or objects” were
connected to the Internet than people: born of IoT

2010 two former Apple engineers started Nest Labs, the company
that produces smart thermostats and smoke detectors. (acquired by
Google in 2014 for § 3.2 billion)

2010 Google launched their self-driving car concept, taking a huge
leap forward in the development of connected and autonomous
cars.

2014 the number of mobile devices and machines exceeds the world
population
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* IPV6

2011 IPV6 - 1PV4: 4,294,967,296 addresses,
IPV6:
340,282,366,920,938,463,463,374,607,431,768,21
1,456. 340 undecillion, which 1s the equivalent of
3,4 with 38 zeros.

dThere are about 7.2 * 10724 addresses per square
feet, all over surface area of the earth.

* Big data technologies
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* data acquisition, data transport, and data

analysis

Sensors,
Actuators &
Devices

Gateway
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Wide Area
Network

M2M Manager /
Cloud Server

Data Processing (]

Web Server [ ]

M2M Network Manager @

User Interaction

|
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I User Interface &
| Management
|
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Automated
Processes
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* Between data acquisition and data transport there is a
Connected Device Platform (CDP). The CDP, sometimes
reterred to as middleware, ensures that the devices and
sensors can be easily connected

o

O Sensor Node

0 '.-4',__:‘

O ® . Gateway

Sensor Node

Source: http://www.ni.com/white-paper/7142/en/ Source: International Electrotechnical Commission http://www.ec.ch/whitepaper/pdf/iecWP-internetofthings-LR -
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 RFID

 Bluetooth and BLLE Set-uptime  <0.ims Oms 05 -Bsec
* Near-Field Communication (NFC) Bnge  Uptoflem  Uplodm  Uptosm  Uptodm
e Infrared radiation usabity E;v??n:in':;: i E;'Y a
¥ ZlgBCC Selectiviy “se'g:;i‘t’ym"’ Partly given ;‘;;f' Who are you?
e Wlﬁ Consumer ::uch, wave, Get Easy Configuration
o WlMaX experience  simply connect  information needed
WiFi vs. WIMAX
Cellular EEE 80211  |IEEE 802.16a
Satellite signals Max Speed  |54Mbps (a&g) |10-100Mbps
Range 100m 40 km
QoS none yes
Coverage Indoor Outdoor
Users Hundred Thousand
Service Level  [None Yes
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* RFID in real world
— Logistics & Supply Chain Visibilit
— Item level inventory tracking
— Race timing
— Attendee Iracking
— Access Gontrol
— Asset ITracking
— Library Systems

« RFID VS. Barcod
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Scoreboard displays
race fime.

Timing
Console

’—Q

Photo finish
camera provides
finish fime
of race.

Direction of Trave| ——

| —_— .
Individual \ Finish Line ,
Starfing LB
Blocks /
9 -
14

Loudspeaker allows all
w athletes o hear starling gun

at the same fime.
—& /'
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* Between data transport and data analysis there 1s
an Application Enablement Plattorm (AEP). The
AEP allows developers to produce applications
that run using the data from connected devices.
For example, an AEP will have well-defined APIs
(Application Programming Interfaces) to the
devices 1n the field.

* More than 300 Io'l" platforms in market
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Amazon: AWS Greengrass and AWS IoT

Microsoft: Azure IoT Suite (video: https://youtu.be/L.8x]SjxaaVA)
Google: Google Cloud IoT (video: https://vyoutu.be/51bq Yhuot4)
IBM: Watson Io'T S=TS

Apple: HomeKit HEE A amazon -

Cisco: Jasper icontrol  xively

Salesforce: IoT Cloud NETWORKS , *: BlackBerry.
Bosch: Bosch Io'T Suite () Ayla Networks ThingWerx -

SAP: SAP Cloud Platform 7 ATAR * O Smarrming
Zebra: Zebra EAI Platform LAIAR PUbNUb "

General Electrics: Predix—The Premier Industrial Internet Platform

Comcast/ Xfinity: icontrol networks (acquired)
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execution of AWS Lambda, messaging, device shadows, and T T e b
security. The Greengrass Core interacts directly with the cloud.

ORACLE
BERKELEY DB

ORACLE
BERKELEY DB

BIG DATA
MANAGEMENT

Data Center Platform

Any device that uses the loT Device
SDK can be configured to interact with
Greengrass Core via the local network.

Device Gateway Network Cloud

REBERT H.SMITH

' SCHOOL OF BUSINESS
L 3 —
g Y] g (‘) :
ORACLE ORACLE 7 g ; GREENGRASS CORE E g O g . <
JAVA CARD —— ok 4 4 A ! '
JAVA EMBEDDED a® ' C : d '
we ' ' ' : J .
. ) . oA B ' =\ ;
ORACLE EVENT ORACLE e : E Sl o I
e PROCESSING FUSION MIDDLEWARE (!9 E ' E ' : :
IJZJ % E The Greengrass Core is the runtime that enables the local 5 E ﬂ ; 5

A defined group of Greengrass Cores and other devices that are configured to communicate with one another. A Greengrass Group may represent one
raC C O floor of a building, one truck, or one home.

AWS Greengrass

Connected Connected Connected Connected Connected Example: Improve driver safety with connected cars
mobility industry home & energy city
building
\ Data on road conditions and Visualize analytics with Amazon QuickSight
| performance transmitted AWS loT
™ .
- ﬁ N
\ O

Marketplace > O&BO Q%

Alert cars that moisture

BOSCh IOT SU |te levels are high

Q [] A (/4 J—— Process data based on rules and Engine performance data stored Q
A L L interpret that moisture levels are high. in S3 for future analysis

o Sends alert to nearty cars. The engine performance data trains an
- Alertto driver "Warning: Roads gine p
Bosch loT Cloud Base Services ' z;fiﬁppgging oa Amazon Machine Learning model for
predictions that get more accurate over time
laaS Compute Storage Network Security O| Bosch loT Cloud AWS IO I I

PaaS
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Transducer
Power and
power management

/1

Microcontroller Transceiver
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lectromagnetic
lectrochemical
lectromechanaical
lectroacoustic

lectrooptical

lectrostatic
Thermoelectric

Radioacoustic
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Position / Presence / Proximity

»®

Moto n / Velocity / Displacement

N;é'?

Temperature

o

Humidity / Moisture

/7\ Machine Vision / Optical e
| Ambient Light "
N/ 5
(8 ,

7" Acceleration / Tilt

a2\

Electric / Magnetic

B

Leaks / Levels

Acoustic / Sound / Vibration

Force / Load / Torque
Strain / Pressure

n

[ ) .
e ‘

= Chemical / Gas

Y
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European CE Mark approved in Oct. 2016



~_~Implantable
glucose sensor
0.5x0.5x5mm

-Regular 18-gauge
hypodermal needle
utilized for sensor
implantation

Continuous
monitoring and
recording of
glucose levels
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* 'I'wo British men who have been totally blind
for many years have had part of their vision
restored after surgery to fit pioneering eye
implants.

Where the implant is placed

Fixation of the
cable at the exit point

Comea \§

Optic nerve

Source: Retina Implant AG
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* Chemical batteries:
— Lithium, Alkaline, Lead acid, Nickel

* Ambient energy harvesting technology:
— Many 1deas

— Reducing the size of the device and, boosting its
energy conversion ratio

* Wireless charging




(.ﬂ) UNIVERSITY O
WMARYLAND

POBERT H.SMITH

SYCHOOL OF BUSINESS

External interfaces
APIs, SDKs and gateways that act as interfaces for 3rd party systems (e.q., ERP CRM)

VO rtO Platform

: T Vendor
Analytics Additional tools

Algorithms for advanced calculations and Further development tools (e.g, app prototyping,

machine learning access management, reporting) Device

Manufacturer

loT Tool Set Meta Information

|
provides

Data visvalization
Graphical depiction of (real-time) sensor data

Platform specific

Information Model Code Generator

describes Repository

Database
Repository that stores the important data sets

Information
Creates Model

Processing & action management
Rule engine that allows for (real-time) actions based on incoming sensor & device data

¥ I
Device management is described by browses )1—
Backend tool for the management of device status, remote software deployment andupdates [, [ i
integrates Solution invokes

Developer TS J

generates

Connectivity & Normalization Device
Adents and libraries that ensure constant object connectivity and harmonized data formats
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* Profitability

e Innovation Network

solution

providers

Sensor
chipset

Sensor/
IoT device

vendors

loT data

platforms

producers

analysis
provider
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Timeliness

Completeness Reliability

Information

Compatibility Relevance

Accessibility Coherence
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Current use case

Smarter operations

— F.g. Amazon Go
https://www.youtube.com/watch?v=NrmMk] Myrxc

Smarter decisions

— E.g. Location-based advertising: personalized, timely, targeted

* New business models (e.g. SaaS, PaalS)

Sae’ @ S’ S’

Monday, October 7

Starbucks

Hi Phil! You are near Starbucks

Oxford st. Currently 50% off on your
favorite drink: Vanilla Latte!

| .

Location-Based Advertising (LBA)  Network Attached Storage (NAS)
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New York Police Begin Using

ShotSpotter System to Detect
Gunshots

@UNIVE§SiX{NgB

d cyber security RN

CRIME, TERROR AND THE
INTERNET OF THINGS

AWWISTRAT CRONGSOURCED SIMULATION

Marc Goodman has said, “When
everything is connected, everyone 18
vulnerable.”



CARARYLAND

ROBERT H.SMITH

Proximity sensor
Ambient light sensor

12MP Camera
Accelerometer

Gyroscope
Compass
Barometer

NF

“C chip for Apple Pay

‘Touch ID fingerprint scanner

Pressure sensitive display

SCHOOL OF BUSINESS
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* For example, a capacitive or photoelectric
sensor might be suitable for a plastic target; an
inductive proximity sensor always requires a

metal target.

Capacitive sensing
I 2 it arget increases capacitance. Inductive sensing
Photoelectric / Ultrasonic sensin g setups
Target cillator maintains fi y Rel shifts.
o target Field lines
gh be: Diffuse Induced Ed

Amplifier Schmitt trigger 9 Amplitude drops.

S or nonfer I , capacitance increases; circuit Ferrous targets change the reluctance of the magnetic circuit; system oscillation frequency, which gets left behind when the natural
natural frequency shifts towards the oscillation frequency, causing amplitude gain. frequency shifts, then loses amplitude.
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Sensors

— Proximity sensor
JE—_

T \ Proximity sensor

Ambientilightisensor;
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Y is negative
when this edge

" n

Is “up

Zis negative
when this edge

" n

Is “up

o

X is negative
when this edge

" n

Is “up

X is positive
when this edge

" n

Is “up I

o«

Zis positive

when this edge

Is “up” Y is positive
when this edge

" n

Is “up

Gimbal

Spin axis
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#0000 T-Mobile % 2:27PM

7 20 ;'»wd*r* Marit 1013.91 hPa
Calabria 03,97 ft

1014.79 hPa

39°37'46" N 15°53'35" €
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) Google wallet

Google Wallet
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* Pressure sensitive display

* Global Positioning System (GPS)
* Magnetometer sensor

* Voice assistant

* Facial recognition technology



